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Cyber-physical system safety for oil and gas storage and transportation .
connotations and key technologies
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Abstract; With the deep integration of informatization and industrialization, an intelligent and digital cyber-physical system has been
developing for traditional oil and gas storage and transportation. The computing, communication and control technologies empower
the oil and gas storage and transportation industry, and also bring the information security issues, which will be developed into com-
plex issues regarding comprehensive cyber-physical system safety, resulting in problems such as unclear superimposed risk mecha-
nism and difficulties in comprehensive state evaluation. Therefore, it is urgent to change from the traditional physical safety analysis
of engineering failures to the comprehensive risk analysis of cyber-physical integration. For this reason, this paper analyzes the cur-
rent safety status and connotation of the cyber-physical system of oil and gas storage and transportation, establishes the cyber-physi-
cal safety theory and technology system for oil and gas storage and transportation focusing on the heterogeneous integration of func-
tional safety and information security, explores the risk formation and evolution mechanism and risk characteristics of cyber-physical
system, puts a focus on the research and application of key technologies such as fusion modeling, situation awareness, collaborative
assessment, anomaly alert, and security defense, and outlook the trending study of cyber-physical system safety, thus providing a
reference for pushing the research of cyber-physical system safety.
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Fig.1 Transformation of traditional oil and gas storage and transportation system to cyber-physical system
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Fig.2 Development process of safety and security theory
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Table 1 Comparison of concepts of physical safety, functional safety,information security, integration of functional

safety and information security,and cyber-physical system security
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Fig.3 The connotation of cyber-physical security theory
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Fig.4 The integrated security theory and technology system of the cyber-physical system of oil and gas storage and transportation
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Fig.5 Principle of risk formation and transmission
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Table 2 Analysis of interaction mechanism and methods between the existing information system and physical system
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Table 3 Analysis of existing risk analysis methods between information system and physical system

B B B RS

R AE 38

PUBHHT ek HAZOP #J 771t FMEA 4 JE J7 ik 2

DRI 8 A

WORRY R L RGOk G — AR F UML (CHASSIS, UMLsec/safe,
SysMLsec Z8) \Petri W, 1 i35 & M 4 BBN, B /R 0] k1 72 . AADL 48

H R 45 755 (GSND 53] {5 - R RE it (9 4 2 #5  3 J7 & (UFol-E) \STPA $™J& 7% WL ¥ XUz 35 31 L 43 Br B 4% it AE

BT P A 5 0 4% Jal
ALY HE A AR G MK Y 18 AL 25X
e f e ik ik

2.6.1 438 49 3 3 R & PEHT H @

EA7 I 35O IR ¥ 7 1 N AR E O
JE RV PR T S R T g — R HE B R
e 7 AT R A 38 TR 28Tl AR T
HAZOP {5 8 % 4040 J& Jr ikt F0 3k F 2 sfoi X
S5m0 43 (EMEA) (1915 8240 67 @ 73001
EPE I KU B T 55 45 6 2% 1 DR 3 )2 43 B (LO-
PAOY 5 BRI RE L 19 22 4% 3t 8h 75 (UFol-E) V|
ARG HIE I M (STPA P R 37 4 8258 Ak
sOEIE A, AT U CPS i fE 1 5t
PEAh, B FREAL CPS 42 4 KU §F Al 7 30 F) IR
B B S HLHE S P 3 3R G0 0 B BT ) 26 R G 1 T
2.6.2 R &EALHE &

5 AR R I AS [R) 5 KBS 8 Ak A7 76 5 1 B A 8
B S E  RRL B T 2 T AT B A
M3 AT o e Fe b A3 BT L B AL G 4 o B O vk
okt o M (s B R 2 sty . SCiR(77 1488 T %
JE A2 L R A B 5 0 B TR 5 B R S
FL T R G0 3 K RS TR 5 SCR (78 175 Tl i AT e A
S o A AL B AR A R 3 ELALARD A BT T 4
et T A S XU A% 496 D Sk (79 1@ 5 T 3 sl i
H, XA 0 Tt T 1 XU £ 366 A5 TR 48 7S i I 7 TR R T
HAY RGP AL ALEE . A RIS T M 4%
Bk B F RE A 37 U 1Y) 1 388 A5 Y, 4n SR (80 14 38 T
% W48 et it CPS gl 8 802# BORL f CPS i 52 W 2%
Tk B 1) 22 4 Ja PR A S WS eR B, B8 M T — e 0T
fl AR 5 AL 3R WA 735 (Petri W (40
— ERRE T M DL T I 45 ) S S R AR 43
T 118 DR Y6 F A 7Y

g5 LA, 1k AR 2 R BRAE 4144 L ) ik 3 43 g

FHZ 557 R GE0 531 IRV B LA Ak F A 1 L 1 1Y)
B B Ak 8 7R B W B E A AR KU S ™
U FE M B L RS 25 3 A5 4% L XU 5 A B
2 4 AR B 2 55 XU T 7 AL AT AS B G L 1 R Bl S
LRSS R I B i X 3R R Y L Bz 6 S EE R
45 55 XU 1% 33 55 VTR A Y BRI AE R
2.7 ERVERGSBERUEERESBRM

A PIEANT EE S ARG BB DL
PG 3oy, BRI AMZ RE T AESKHELER
g, FEAGNHERAG A EH ARG SRS
HZ 5 . SCADA R4 EFEA W ARG E . e
BOHE 2 T A5 K R G L G H R R B AR o
PIE AR WP B & JEZ 0 AL A U R R FE L RS
ST S BRI Al T S S PP Y DG
DR WF 90 02 2% SR B il o A 7 L B 1 B A R
JERLE T RGESHBHTVEAL S I S R L
WO, HROCTARBAMII R 280 F T4
ZR G0 A IO A 4 T A TG IS SR 1R S R SR
YIHL 2 Gl A U RS BB I I R A b . xR
fithis R GEAE s, A5 B8 58 1 DB AE 15 2 B AU 17 £
SBRIRL T8 25 S4B 2 3R B o T R R —
BRI R AW 0 M. SCHERESS 1404 T CPS 25 #
SR 2R, LR A 5 S B e LR AR L B B SR
R 2% A FIVSE R S B 2R AF R 5 SCHEk (89 A T RE U
B 2 A AR RE ) AR BE R A . B XHE
SV R G 0 T RS I R 2 JRH Y S E O L,
Bk[90 %7 T CPS 1) SCADA % Bk S K 42
H T BE TG R TR I A AR R 0 SRR A R R B
o ATt s SCHREO1 T3 ST X6 9 45 4 1l 8 46 10 1K O
FHHE 46 iR 55 ik

P RN S H A S R S R E R Wi S



910 al H

¥ ki 2023 4F EF 44 %

o7 FH o 9 B EE A F 5T A RN A3 AT RS A T S A
FA5 B B B ml A . H TR AR bk
BB 09 5 BT SCERLO2 R A Btk (1 C- 3¢ FE 1) it 43 28
SRR 22 R BRI AT R D) B B, 5 2% A AR IS A
NEE S SCHRC93 10 5% 56 o itk & B Al 1 E i L s CPS
RS HE L 157 2 58 V5 5008 3K 2 19 25 & 78 $ U8
FREA s SCHRLO4 JEF i Ll R 4 i B R e i &
BT T —FRE S LB Y B R G e L R
JRURSE 2 EVEAS e . A 55 22 F 5 A 40 T 6% e i ol
SE TR T % SCHR 95 143 Fr 1 U 3 SCADA 9
260 AR W B 48 A UM A T T R 5 SCHRC96 1k i
CPS [ 45 22 4 L) Je W 2 ik 25 280 B3 R FH RS He Ak 1 5
IR LAV /34587 & 4 4307 99 2% T 1) A 45 °F-
BAT,

25 Tk . HoAnE N AN IE £ R X A RGN A
PR S T RN A A S5 O A A DG HERE (R
e N CPS PR W A #2455 43 Bt 19 Wt 58 475 45% 7 A6 3R )2
T A SO D TR T, — 2N 7RG H
fih 2 GRS L 55—y T = 25 58 R G258 R %
CPS 4 Jay 4 5 R 58 K I i) oF 55 o 4+ 4

BrEL,
3 REHEAR

FF LT B Bl S IS 5 B R K
LEARBIIEARE T o A FB — RS BE RS F
BB TR G ARSI
RETHEEVHERSE LRE 2 LA WA THER
YRR R GE A8 Bk A 58 T 15 R 3OS 1) B Al v B
G 7oy BT NN FR G B R B s B RE
ST RS SRR e SR S R
55 B 2 AR A B RS I S R S B
ARG RIVEAR Ty 2 3L R P RIE T HE IR R 1
Al S Bt (B 6)

3.1 MEMBIEZEEMERSMAEERAR

WAMEHEEYEREAELZEML S RE. 2
FERI M 28 PR 2 R IR 5 R G0 22 101 2 W 2% S5
S ME LIRS HE 23 T R GRS

F GG A 4R 15 B BB v AL F L AR R Y
flA 3 AT B S Y BB R R G A BT S B
Py BEAE A DAY B A5 825 1] 5 S 2 Y B R S sE
g T EE ST B UM B A DR A AR R S SRR
T2 R i 1 2 2 R A B Y L R R G A LR
7 AR e B A% 0 245 FIe S e ST B B G A a1
AR AR Uk T T A ST AR TR YT A B I 4 2
11 ORI AT RRAE $2 55 il 45 S5 4 L A Ak il & S

ENERIR PSS /B R i NG R N VTR O N B
U CPS 1158 F.43 A T B & o X DA A 2 1 {5 )8, 5
BORE S st R s B Had e .
3.2 HEMBEEEVERZSESTHEBMEA
iR R €A e X I NN S )
M Bl ORISR SR 4 K W B o 28 R R ASE AN 1
B0 o T SR 4R 1 B A R U K TR A AR R G A
ST BURZE R B AT L AR AE 25 R R BRI AR .
A BRI B 15 B OB K 43 A 0
JEM AN IZ RE R SRR BTER. E B Y
ARG ma A SHBAMEE RS %, BT RR
By 25 TR A TR 5 AR IBCA A0 o 5% S R A4y 3L 4 I
HBE LR AL R GOIR S 45 & 7 G058 1 AR 3 1k
SR MRGURE S B, NI SE B A i2 RAED
PRGN B R AR EUS BT, N R S0 T L SR IR I 2 4
S5 07 VR AN S B L B 2 U A BB K B 1 S
BT . W e A BRI IR R R B
RG2S W KB T2 8 AR BUH 2805 B 4 206 5
BRI TR AT, RIS R G E B YL 4
1) 5 i
3.3 HSRMFEEEYWERSEREHERITEGREA
GRS T RS REN B TR
AT B Y HR 45 2 et B TR B H B R
ARG M ICE B R E R RN R G LA SRR,
5 BV RG22 02 W R TS Y R A
MAGEEE BV R Z BT RS Z 8k AR5
FfER RGN ZICH KW, Harm ks — J i 2
W T RGN A RS R S — T = R
ARG H R, FAR A RO R B D, Bk, X =
FT VAR I L 0 750 2 B8 ) B AR 48 R A 8 3R 4 =2 T) 1)
B K FR DL R 3R A% B 5 R A R R R
HEZ R RN B ZE 2 AT HE 2R DL BRI £ o0 KUK L T
JRCRS: e ) 5 )Ml 2 SR AR 2% 0 24 33 43 A 2 10K XL
6 Y5 et R o R T R R Y A R R K i e A
T AR A B SR R GO AS L RHE B B X 3 A
PEAT R PRAY
3.4 HSBEZEEVERZSERNTERA
WA R R R E L B R & A S
BAT SR WA B SR . S BN 2 (] S
R A7 A ME B S5 A R IRME . SR iE R R s AT
WP AETE R Z R R 5 % 2R 451K
i o DT A R 2 T R SR A R 2 B R
15 8 RGeS $ 8 L T 9 4% il 2 5 3o B 45
PP 5 e 3o 2 PR 2R ) A7 A A e M N 42 4 1) G BB
M SR GBI,



% 6 3 TR EF IS (5 BB R G A NI BORBEROR o11

N J
SEH 4
4 _ A
! XBER HIEAH Sy ||y
i > AEE = sEeaR | |v
: X \ T
%| | [
R WS | cPs Wk @[@1 ml - [
i1
I T FT TS 7 g |
HER SR i § S )
SHRaE 4 SREELE
S ! | o |
| e || ERR | R || R \
: H ) |
P | By N T AT W
B | BRI |, oo 7P B
| mwEs | maE] |
simte | ol ’a e
minam | [ e | [ masm . - S Ik
i R oz LBy § o A o
RRBRE] | #
NSttt J
| p-mmensmron o
s Y 4 N\
s | | 2n | _ | \‘
Bo|l [am osowe| | {[sresss | {DueiEt ||
BEBRHE p|| [ZURR] [crs Ag| | | =S ) [CEE )
a | BEfER | | ZARE IL.i sttt — BEETE
A FRE wa || (Eawm| D] | | (EREE |
I Sl |
t N 7 N A
dgo, o | EWIZBA | ' RggcFEs | |
- [ maswwrm | | it mEERE ] |
< BWEEA | | i magBEA_ | |
, pmzemy | | : Fazemy | |
& ’ g J

Eo6 FEYVERLXERA
Fig.6 Key technologies of cyber-physical system security

QoA M) PRS0 R 3 D i R S R R Y LR, A U S R A DR SR 3 T I R B )
TR A AL 1) S 8 R I 5 3 F A R 2 P BOHEAT IR UKL Iy St Ml L S ST 8 S ) S RIS B B L
JEE SR ok BUAT B il T B S I e 1 xS ok U R EAT R U £ B B R G S R I U B R O
PRI 5 AT S5 BRLS 25 () B i B RS . A A B BRI



912 EE

¥ ki 2023 4F EF 44 %

3.5 MSBEEEVERESESTEMPREAR

F R 12 22 A 7 37 77 A ) B A0 5 S8 SR AR
RIS 0 B Sl 7 A A S IRV 2 A AN 4 i » 22 4 By 37
FERAR AL H 2 A S = 2R 22 A S 4 B
— A A RIS GES K .

LR LR L — D  ZH IR R
ARV EL — AL % A i B PG LG A B
A E B RGN B R g8 AR A | 2 25 Rl A
A s A o R 2% v =R B A R R A T R A
WK 1o 245 100 S L LA L 1 B 5 4% I B B 4 4% A 22
St IR 22 5 57 o g E AU 30 RS A
P E SR EOR

4 K

B (5 S HOR Y A & 55 0T i Ui s 15 B =S (]
5y B (RS Tl AR 4 2 4x PR A AR T R
EON IR R EYsX7/Bill SR e o oy T S O K [
S PR GE % Al L [ N A1 25 A T R (EL
AU i U AE B B e O T D IR HOR S A R
filfiz RIIAL 24 T S8 25 4 N JR GE A 755 JBE X A
S B2 e 5T K VBT T JBE ST H R AT 1A R
Peratisd . BARIT S - O fF BB R Ge s 7 AL i A
W A RN 8 s 45 S B IR 2 X S P B R
G2 VB 19 23 BT 3 @ XU RS 18 A B BIF S 55 R 00 4 - KRR T
W 2 Tl AL R IR AE R B R T XU B MR
XL ZR s @A H B 23R 9 4R ORI 23 A7 475 45 B
PG HE SR B0 Ay o L B O S IS Rl R AT S A
o X — RINME R LR G824 PRI W5 ) i 0 AR Jo
prx/ecoel Ny PSR 7B R E S ANE N U [ =9 K7
ARG B I BUIR . D A5 B B AR 42 4 Pl
R R i ity A 3 S R] R U S B S ) il s fE R A B
ARGV N RGBS SSRE B IRE S5 5 B %
Gt — R T NN AR GO — 2 R LA
B VE M LB Sl B
4.1 XEBRESRFL

ENRTIEN S EPSE /B =l A AN DS i s
WAL F— A BRI K A HANEL HLR AR . B
AR REALTR AN WA 5 L i Ui s R S T ISA-95
5 T2 B 1 A 8 g Jid ~F- 1 B2 A 3 12 22 D4 T R
L BRI £ B R G5 S AL W) B R GE IR BE R 5
OT 5 IT W& & . L= A = b SCADA 25 4
AR A BR A i B % 1) MK I TG £k A i 3 e ) B
o AR S T ARAR IS, B S ) AU R e
IR RGBT 2 TR AT BE

m Tk E B AR RQ SIS L L 2

A S AL 1 AR ) R G0 R L HEAT — MR AR g A 28 B Ay
B A S B AT P AZ G 3 Hr Jr vk e RL 230, PRI
15 B4 AT 2 S R R 0 JE Al s [ PN Ak 0 o R —
ARG B I VB R4 B CPS 1y s B AL . DL )
BT R GE 0 550 F B UEAH O e R . E
FLACI0 - 6 R B I I R A AR A S R S
1 B A AE L AR DA R P A i LA
W RE U R B 15 8 0 I S AR 7 A 15 ) A
BTN AT 3 2 A 7 AP T Bk SRR TR I 04 22 A
o LA R 55 F B 7 T B A ROME S R H AT E5OF B A7
A % i fiff DR B — A A 1 L 48— e EME L 16645 1 B P A
[7i] 25 X 45 [ 701

4.2 MEE-ERZRE—&Wk

BEAS R R T 4. 0. EAYH RS % KR
AT AL R A 10 B0 1) R0 S T R T A
BE B HE T R B R e — IR R R R LA &
KRB RS YT A IS R g R R AR T AL
BRI ZamTFREZ T, T AR R
S B I 2 ety v Rk A £ R R RE AL 4R
TR & PSRRI e R R R b 5 A 5 B A R 5 i
25 (] 11 22 4 0] R W 3 4 55 0040 75 B B R  5
b, H it — R b % e 5T ok H 2538 V) .

TF T[] 22 4 — AR AR 15 T B S it 2 AR AN o 1) F
R s R R B e | AW S T O M | A <97
254 T A I8 PR R AT I IR RURS: | il AU S R
K5 MRJO A RE % 2 515 B2 2 A 5 U ),
FEE ViR ot SR B I o IR AN o R =2 R D oy
SN A L R R B 1 B AT N 7 e ol [ = N o L VA
B BUAR L Sy T H OGS B L A 7 N G
T ARE SE R P L B 6 TR ) BE A2 4 Tl OG5 4 i
U« 22 8 18 5% ) 4% ks 4 TR K.

4.3 REPHEEL

H R A I8 T4 R G0 A B 7 1 B8 7 S8 3 A
R FH #5025 1 e 2h By A B R 5 DA 5 28 15 4 o = AR A
B 47155 3K B AN [R) A2 S 2 3R G0 R AL E AN [
W T )2 M5 X2 W 1 T TCP/IP Tk %
PR B 4. AL GE 1T {5 542 4 [n] A [6) il <A
Y () SR Y/ BN W B N R G N G TR TR PN
U T VA KU oo i 2 o 3 B o Bl 9 L A
BN ZE A 2B 4. B B 580 A I8 Tl 4 B )
JE Tl A 1 IR Sk R R R 4 b i KU IR R O LA
T[] J22 90 XU TR 3R A R A 22 o7 o T R 4 Uk
VAR FE 4 R AT B B HR A 3 2o R A BRI
J2 B30HE RN AR B 3R 22 4, (A5 2. BHE BLA) 2 34
TR N P Y0 HE B 1] B AR B S 34T B0k O L Bk ot



% 6 3

TR IS B R G T4 IR SO R 913

R AL | 4 P ) VAL 45 A B — R L4 R 48 OT-
IT @A L2 2Bk R .

5 45 i

(D NIRAIE S K AR B B2 4 PR R
AR I3 BT T BB R G L A s A B T e B
R D BB AR S KU i Al Sy 5wl
HRRERIW TG LR MINETE T 4. 0 HHRTH
Jey B S 35 H it £ S B2 4 BIE AT 5 B = B
R R B AL A R 19 7 SR AN 3

) WRGEHM K LT s E Y
HWAGW LN BHENREL 25 F R LS
SR AT DRSS B AL XURS: 25 SR A S R A O
2 A TR AL AT B A HOR S AR T 5
S 12 T L P A5 D7 T 1) A I 1 S B R A 2 4 P
EHEARKER.

(3) 5T DX B T AL Ge il Utz 1oy IS T L
PCATLBR I XURS: R iE T £ S0 40 B 2R 452 4 42 BRR BF 5T 2k
178858 JF B TE B Y M2 2 g s Bk 5
PRI

O NZAZHAE BB ZE RS Wi Tl
filf iz 15 B W) B 22 42 G B BOR L O S BU A B ) B R 2
IS EOR LIS MRS

(5) ARl A2 52 B w7 oR 5 TR A £ TR OK
ARG H R WA L AL B8 E S A BLE HOR
L L0 g i

& % x Wt

[1] WANG Dong,WANG Zidong,SHEN Bo,et al. Recent advances
on filtering and control for cyber-physical systems under security
and resource constraints[ J]. Journal of the Franklin Institute,
2016,353(11) :2451-2466.

[2] SANCHEZ H S,ROTONDO D,ESCOBET T,et al. Bibliograph-
ical review on cyber attacks from a control oriented perspective
[J]. Annual Reviews in Control,2019,48:103-128.

[3] TSVETANOV T,SLARIA S. The effect of the Colonial Pipeline
shutdown on gasoline prices[ J]. Economics Letters,2021,209;
110122,

(4] BRWS LR ERBLE. MAEBBH P L2 R4 5 A
HI0T . & 8 31k . 2021,4308) :69-73.

CHEN Hao, SHEN Bochen, QIAN Hongchao. Process equip-
ment and automatic control in oil and gas pipeline transportation
[J]. Manufacturing Automation,2021,43(08) :69-73.

[5] K/NE. M. KRARKFENERE LEZ LT EERITYS
B[] 15 B % 2 W98, 2019,5(8) . 740-745.

ZHANG Xiaohu, JIANG Liqgiong. Research on security protec-
tion for station control system of long-distance natural gas trans-
mission pipeline[ J]. Journal of Information Security Research,

2019,5(8) :740-745.

[6]  ERPC A E T4 R G M 4% 4 [ BT L] b B
6 TR 5 B 5L, 2020,40(8) :82-84.
WANG Baoqing. Discussion on network security issues of oil and
gas pipeline industrial control system[]J]. China Petroleum and
Chemical Standard and Quality,2020,40(8) :82-84,
(7] B/ B PR 45, < SCADA £ 48 % 42 3l B 8 14 &
Kl K E LT o 2 %2 A FfE B Ak - 2022(1) 1 139-142.
CHENG Xiaoman, HUANG Qian, ZHAO Pingping., et al. Con-
struction and application of active defense system for oil and gas
SCADA system security [ J]. Cybersecurity & Informatization,
2022(1) :139-142.
[8] HBEZE. K KR EIH SCADA RGi1E B2 2RI BT KA AL
FERELT]. B AL, 202020) 1 74-75.
GUO Jianjun. Analysis of information security status and optimi-
zation measures of SCADA system for long-distance natural gas
pipelines[ J]. Electronics World,2020(20) ;74-75.
(9] XBL. B4 R, IKkERE 5. WA HEIHE SCADA R L& % 2R
Wro 52 B[], [ 3% . 2021(9) 1 168-172.
LIU Rui, XUE Jinliang, ZHANG Zhiqun, et al. Research and im-
plementation of industrial control security strategy for oil and gas
pipeline SCADA system[]]. Automation Application, 2021 (9):
168-172.
C10] X80, #E4 K. BR. % U 8 SCADA R4 L% 4250
LI A5 B AR G M 454, 2021,40(11) 2 1-7.
LIU Rui, XUE Jinliang, BAO Xianchen, et al. Industrial control secu-
rity analysis of SCADA system for oil and gas pipeline[ J]. Informa-
tion Technology and Network Security,2021,40(11) ;1-7.
LU0 RZ SR8 I ER A, 55 i AW 048 3 21 O A T 4 1) 1 5 4 At o
R R 2023, 44(2) :385-393.
ZHANG Hong, WU Kai, FENG Qingshan, et al. Relationship
between fracture toughness and crack tip constraint of high-
strength pipe girth welds[ J]. Acta Petrolei Sinica,2023,44(2):
385-393.
(121 ok B e, Ph BT 55, i <0 8 5 U A% BIH Il S ol IF 9 0 i
(7). A 240 .2021,42(9) : 1247-1254,
YANG Yong, LUO Yanlong, SUN Ming, et al. Research ad-
vances in stray alternating current corrosion of oil and gas pipe-
lines[ J]. Acta Petrolei Sinica,2021,42(9) ;:1247-1254.
C13] Shokrb G FNBK I . i 1 DR 2 A 40 90K 3l 1 il 4 10 it 3
TR R AT 120 ], B %4, 2017,43(8) :1370-1382.
MA Dazhong, HU Xuguang, SUN Qiuye. A large dimensional
data-driven fuzzy detection method for oil-gas pipeline network
leakage[ J]. Acta Automatica Sinica,2017,43(8):1370-1382.
C14]  faf ) B RBEZS 8 Kl 1 3 6% 52 BEREATT 26 /Y 2 3 5 0| E N
AR A AEIZ . 2021,40(9) 1 1063-1071.
HE Limin, LIANG Longjie, HUANG Tianshan. Assessment
technology of multi-scenario disasters derived from oil storage
and transportation facilities[ J]. Oil &. Gas Storage and Trans-
portation,2021,40(9) :1063-1071.
(151 FEiL. sk, 2K 25, il w3 KU P LML Jb st 73
b R AL L 2020,
WANG Jinjiang,ZHANG Laibin,CAI Yongjun. Risk assessment
of oil and gas stations[ M. Beijing: Petroleum Industry Press,
2020.
L1657 XU, s &5 Qi U8 T8 7 e XU D0 R R BLAR B
Xt 5 LI A %32 ,2020,39(11) 1 1238-1243.



914 PER - ¢ 202348 44 %
WANG Xin, LIU Jianping, ZHANG Qiang, et al. Development correlation characteristic matrix[ J]. Automation of Electric Pow-
status and countermeasures of quantitative risk assessment tech- er Systems,2018,42(2) ;11-19.
nology for oil & gas pipeline[J]. Oil & Gas Storage and Trans- [28] OVEISI S,RAVANMEHR R. SFTA-based approach for safety/
portation,2020,39(11) :1238-1243, reliability analysis of operational use-cases in cyber-physical sys-

[17] E&T0, TEHE, ok, . 35 T 8o 20 A4 10 e <k 3 145 KUK tems[ J]. Journal of Computing and Information Science in Engi-
BRERIR R GELT]. R L .2021,41(7) :115-123. neering,2017,17(3) :031018.

WANG Jinjiang, WANG Shuhui, ZHANG Laibin, et al. Digital twin [29] ALI N,HUSSAIN M, HONG ] E. Analyzing safety of collabora-
based intelligent risk decision-making system of compressor station tive cyber-physical systems considering variability[ ] ]. IEEE Ac-
equipment[ J 7. Natural Gas Industry.2021.41(7) :115-123. cess»2020,8:162701-162713.

[18] #w4EAL RAIRARIE M RGE WML Gl 2%, 2013,34(2) [30] SPAN M T,MAILLOUX L O,GRIMAILA M R, et al. A sys-
401-404. tems security approach for requirements analysis of complex cy-
HUANG Weihe. Reliability of large-scale natural gas pipeline ber-physical systems[ C] // International Conference on Cyber Se-
network[ J]. Acta Petrolei Sinica,2013,34(2) :401-404. curity and Protection of Digital Services (Cyber Security). Glas-

[19] MR REE HMETF.F RALEMRENRE L 2R gow:IEEE,2018.1-8.

(1. A2 47 .2021,42(8) . 1103-1112. [31] ]I Zuzhen, YANG Shuanghua, CAO Yi,et al. Harmonizing safety
XTAO Jun,SONG Chenhui, BAO Zhenyu, et al. Steady-state se- and security risk analysis and prevention in cyber-physical sys-
curity region model of the natural gas transmission system[]]. tems[ J]. Process Safety and Environmental Protection, 2021,
Acta Petrolei Sinica,2021,42(8):1103-1112, 148.1279-1291.

(200 SRENFE. IR, mi M. KR A 0 1k O it 1) R R A o e [32]  EFh. s B ae et o o LT, SR LWF5E, 202018
(1], Al 2E9R . 2020,41(12) : 1665-1678. 7-8.

ZHANG Jinjun, SU Huai, GAO Peng. Resilience-based supply WANG Xianzhong. Research progress of intelligent oil and gas storage
assurance of natural gas pipeline networks and its research pros- and transportation[ J ]. Modern Chemical Research,2020(18) ;7-8.
pects[J]. Acta Petrolei Sinica,2020,41(12) :1665-1678. [33] Congressional Research Service. Pipeline cybersecurity: Federal

[21] AGARWAL N,BREM A. Strategic business transformation through Programs[ R]. Washington.D. C. : Library of Congress,2019.
technology convergence: implications from General Electric”s indus- [34] PIETRE-CAMBACEDES L,CHAUDET C. The SEMA referen-
trial internet initiative[ ] |. International Journal of Technology Man- tial framework:avoiding ambiguities in the terms “security” and
agement,2015,67(2/4) :196-214. “safety”[J]. International Journal of Critical Infrastructure Pro-

[22] LARA P,SANCHEZ M, VILLALOBOS J. Enterprise modeling tection,2010,3(2) :55-66.
and Operational Technologies (OT)application in the oil and gas [35] XIONG Wenze,]JIN Jianghong. Summary of integrated application of
industry[ J . Journal of Industrial Information Integration,2020, functional safety and information security in industry[ C] /2018 12th
19:100160. International Conference on Reliability, Maintainability, and Safe-

(23] % Bk, SR . IR 8 0 B B o T AR R 9 S B, ty (ICRMS). Shanghai,China:IEEE,2018:463-469.

LI WS A8 ,2021,40(1) : 7-14. [36] SLIWINSKI M, PIESIK E, PIESIK J. Integrated functional safety
YANG Xiliang, ZHANG Dong, CAI Yongjun. Exploration and and cyber security analysis[ ] ]. IFAC-PapersOnLine,2018,51(24) ;
practice of key equipment localization in oil and gas pipelines[]]. 1263-1270.

Oil &. Gas Storage and Transportation,2021,40(1) :7-14. [37] MODI C,PATEL D,BORISANIYA B,et al. A survey of intru-

[24] ZEMIAS ERDE, EEE, & PR R LI B G & & 5% 0 i & sion detection techniques in Cloud[J]. Journal of Network and
S P2 AL ]. WA 2 . 2020,39(7) :749-755. Computer Applications,2013,36(1) ;42-57.

LI Baisong. XU Bo, WANG Juhong, et al. Localization of key [38] Wrwer.ZEM. 2N, T ENRSEIRZ 2S5 FEZe K
equipment and core control system in north section of China- ALBE PR RE 5T [T ). Tl % 4 5 344, 2020,46(1) :53-60.

Russia Eastern Gas Pipeline[ ]J]. Oil & Gas Storage and Trans- JIN Jianghong. MO Changyu, LI Gang. Integration technology of
portation,2020,39(7) :749-755. functional safety and cyber security for industrial control system[]].

[25] el M4k .55 45 ST B F e R 59k ]. Industrial Safety and Environmental Protection,2020,46(1) ;53-60.
AR . 2021,42(2) 1 248-258, [397 KRIAA S,PIETRE-CAMBACEDES L.BOUISSOU M. et al. A
YANG Jianfeng, DU Jinhu, YANG Yong, et al. Research and survey of approaches combining safety and security for industrial
practice on digital transformation of the oil and gas industry[J]. control systems[J]. Reliability Engineering & System Safety,
Acta Petrolei Sinica,2021,42(2) .248-258. 2015,139:156-178.

[26]  XAE. B REE 18 W Ik 100 100 2 )= fy i R [T . aih <fi iz 2021, [40] ZHONG R Y,XU Xun.KLOTZ E.et al. Intelligent manufactur-
40(5) :515-520. ing in the context of industry 4. 0:a review[]]. Engineering.
LIU Guizhi. Construction technology of Internet of Things net- 2017,3(5) :616-630.
work layer for intelligent pipelines[J]. Oil &. Gas Storage and [41]) LR R 2.0 FTLkERRAEZ 2P T] AL,
Transportation,2021,40(5) :515-520. 2019,36(S2) :102-105.

[27] EEENE, 20 AL . B O, 25, L T 6 I 5 1 4 I 19 P {3 2 ) T AN Chengfei. Security protection of industrial control system under
REMAEREE L] W R2% Ak .2018,42(2) : 11-19. classified protection of cybersecurity 2. 0[J]. Automation Panora-
XUE Yusheng, LI Manli, LUO Jianbo, et al. Modeling method ma,2019,36(S2):102-105.
for coupling relations in cyber physical power systems based on [42] B8 ARME, SR BB, PR B Refk L 208 AT S il 5 S iy SR



% 6 3

TR IS B R G T4 IR SO R 915

[43]

[44]

[46]

[47]

[48]

[49]

[50]

[51]

[53]

(1], W IE .2020,39(2) : 130-139.

GONG Jing, XU Bo,ZHANG Weibo. Thinking on the basis and real-
ization of intelligent process operation of China-Russia eastern gas
pipeline[ J . Oil &. Gas Storage and Transportation,2020,39(2) ;
130-139.

EFamL IR RIEE R AR B L) DUZ Bt Bk X
L K B[], 4k Tk, 2022,41(7) :3387-3401.

WANG Zizong, GAO Libing, SUO Hansheng. Designing petro-
chemical smart plant of the future: state of the art, comparison
and prospects[J]. Chemical Industry and Engineering Progress,
2022,41(7) :3387-3401.

WA, B T BB AL AR [ 335 238 1 0 4 T I R 2 8 O 0
WL D] B - AL K%, 2017,

HU Xuguang. Research on products oil pipeline network fault di-
agnosis based on spectral theory of random matrix[ D]. Shenyang:
Northeastern University,2017.

SRR R R Y SR 20 T 9 DU A T O IR RS T Ak B A T 4 4 T
LI 0. w22 42 A 77 B2 4R 2017, 13(4) £ 26-32.

MENG Xiangkun, CHEN Guoming, ZHU Hongwei. Complex net-
work analysis on risk evolution of submarine pipeline leakage[ ] ].
Journal of Safety Science and Technology,2017,13(4) :26-32.
FREASCL RO BB RE MR AR 7 W BT R G Y A A I 2% R A
U] AR R GG Z AR 2£,2016,13(3) :81-85.

LU Shaowen, ZHANG Chao. Complex topology features of the
cyber physical system of an acid leaching industrial process[ J].
Complex Systems and Complexity Science,2016,13(3) :81-85.
DING Kai, LEI Jingyuan, ZAHNG Fugiang, et al. Analyzing the
cyber-physical system-based autonomous collaborations among
smart manufacturing resources in a smart shop floor[ J]. Pro-
ceedings of the Institution of Mechanical Engineers, Part B:Jour-
nal of Engineering Manufacture,2020,234(3) ;489-500.

WEI Yongsong, LI Shaoyuan. Water supply networks as cyber-
physical systems and controllability analysis [ J ]. IEEE/CAA
Journal of Automatica Sinica,2015,2(3):313-319.

FAHH T L A0S /N A S MR S5 T I) 2 0Bk 2 280 1 AR 190 246 5 A 4 F 5
L], P H 240 . 2014, 63(2) :028902.

CHEN Shiming, ZOU Xiaoqun, LU Hui, et al. Research on ro-
bustness of interdependent network for suppressing cascading
failure[ J]. Acta Physica Sinica,2014,63(2) 028902,

HUANG Zhen, WANG Cheng, NAYAK A, et al. Small cluster
in cyber physical systems: network topology, interdependence
and cascading failures[ J]. IEEE Transactions on Parallel and
Distributed Systems,2015,26(8) :2340-2351.

U R HARAT 9 2% 1 0 85 M F 5 R A i ) R G i T LD
BRI IR 2, 2016.

DONG Zhengcheng. Research on the invulnerability of interde-
pendent networks and its applications in power system[ D]. Wu-
han: Wuhan University,2016.

Pl BT MR R R 208 ) R @5 40 Hr (D], A« Wi L
K2,2021.

JIANG Jiang. Modeling and analysis of complex power system
based on network science[ D]. Hangzhou: Zhejiang University.,
2021.

XU Luo,GUO Qinglai, YANG Tianyu,et al. Robust routing op-
timization for smart grids considering cyber-physical interde-

pendence[ J ]. IEEE Transactions on Smart Grid, 2019, 10(5)

[54]

[55]

[56]

[58]

[59]

[60]

[o1]

[62]

[63]

[64]

[65]

5620-5629.

TR, P XA A AR I 2% e T HAE L R - B R
G845 ) e 55 14 43 BT v R R 255 (T, o I ML AR AR 4, 2016,
36(17) :4521-4532,

JI Xingpei» WANG Bo., LIU Dichen, et al. Review on interde-
pendent networks theory and its applications in the structural
vulnerability analysis of electrical cyber-physical system[]]. Pro-
ceedings of the CSEE,2016,36(17) :4521-4532,

GUO Jia, HAN Yuqi. GUO Chuangxin, et al. Modeling and vul-
nerability analysis of cyber-physical power systems considering
network topology and power flow properties[ J]. Energies,2017,
10(1) :87.

ILIC M D, XIE Le,KHAN U A, et al. Modeling of future cyber-
physical energy systems for distributed sensing and control[ ]].
IEEE Transactions on Systems, Man,and Cybernetics - Part A;
Systems and Humans,2010,40(4) ;825-838.

NOURIAN A, MADNICK S. A systems theoretic approach to
the security threats in cyber physical systems applied to stuxnet
[J]. IEEE Transactions on Dependable and Secure Computing,
2018,15(1) :2-13.

R BRI SE T CPS B 2% 3R I A S B AT
FO L AL TR SR .2015.37(3) : 415-421.

CAO Kening, LI Renfa, ZHANG Xiaoming. et al. Research on
uncertain CEP for CPS[]J]. Computer Engineering & Science,
2015,37(3) :415-421.

VLZER) gk B BT B H A& R ad = Ak T, 3
FRIHE L. 2020(25) :32-36.

JIANG Yixun, ZHANG Lichen. Space-time modeling method
based on information physics fusion system[J]. Modern Comput-
er,2020(25) :32-36.

Vise, X 208, 2 55 5. Wb Tl % st s By Fm &
Z40]]. MAVE T..2016.36(3) : 169-172.

XU Liang, LIU Lanying, LI Xiuxi. Cyber-physical system for
safe operation of chemical processes[]J]. Modern Chemical Indus-
try,2016,36(3) : 169-172.

Er ETRA RGN A A M AE S A g S 5w H
(D], ki b 30 K, 2017.

WANG Yun. Cyber physical system integration modeling and
control for active distribution network based on hybrid system
[D]. Shanghai: Shanghai Jiao Tong University,2017.

Tz XUAR S Bl — 0. H R B PR S TR S R G A A 1k
FELTT. i ALHL DR 24 - 2016, 36 (6) : 1464-1470.

WANG Yun,LIU Dong, LU Yiming. Research on hybrid system
modeling method of cyber physical system for power grid[]].
Proceedings of the CSEE,2016,36(6) ;: 1464-1470.

Em R CHFEWLE B RE R YR GRS HRIET &
WEFELT]. H I B L A 2240, 2018, 38(1) : 130-136.

WANG Yun, LIU Dong, WENG Jiaming, et al. The research of
power CPS modeling and simulation verification platform[]J].
Proceedings of the CSEE,2018,38(1) :130-136.

ZHU Yufeng,DONG Yunwei, MA Chunyan,et al. A methodolo-
gy of model-based testing for AADL flow latency in CPS[C] /
2011 5th International Conference on Secure Software Integra-
tion & Reliability Improvement Companion (SSIRI-C). Jeju,
South Korea:IEEE,2011:99-105.

SUN Zhonghao, ZHOU Xingshe. Extending and recompiling AADL



916 PER - ¢ 202348 44 %
for CPS modeling [ C] // 2013 IEEE International Conference on SR B R g K A ek ) . 2021,33(10) : 10-17.
Green Computing and Communications and IEEE Internet of DENG Yong, PENG Minfang, LIU Jingwen. Modeling of cyber
Things and IEEE Cyber, Physical and Social Computing. Beijing, power physical system and analysis of information attack mecha-
China:IEEE,2013.1225-1230. nism[ J]. Proceedings of the CSU-EPSA,2021,33(10):10-17.

[66] ZHANG Lichen. Specifying and modeling automotive cyber physical (797 FHFEW LXK LT 5%, BRERoh a6l T a9 32 3h il f {5 B 4 B
systems[ C]//2013 IEEE 16th International Conference on Computa- U A e A L) . s H 7 ,2021,54(3) :13-22.
tional Science and Engineering (CSE). Sydney, Australia: IEEE, WENG Jiaming, LIU Dong, AN Yu, et al. Cyber-physical risk
2013:603-610. evolution analysis of active distribution network under feeder

[67] ZHANG Lichen. An integration approach to specify and model control error[ J]. Electric Power,2021,54(3) :13-22.
automotive cyber physical systems[ C]//2013 International Con- [80] KWON C,HWANG 1. Reachability analysis for safety assurance
ference on Connected Vehicles and Expo (ICCVE). Las Vegas, of cyber-physical systems against cyber attacks[J]. IEEE Trans-
USA:IEEE,2013.568-573. actions on Automatic Control,2018,63(7) :2272-2279.

[68] GUAN Tao, YANG Gang. Integration-oriented modeling of cy- [81] VERMA S,GRUBER T,SCHMITTNER C,et al. Combined ap-
ber-physical interactive process[ C] // 2013 IEEE International proach for safety and security[ C] // SAFECOMP 2019 Work-
Conference on Green Computing and Communications and IEEE shops on Computer Safety, Reliability, and Security. Turku, Fin-
Internet of Things and IEEE Cyber, Physical and Social Compu- land ; Springer,2019:87-101,doi: 10. 1007/978-3-030-26250-1_7.
ting. Beijing, China:IEEE,2013:1492-1495. [82] LIU Xiaoxue, ZHANG Jiexin, ZHU Peidong. Modeling cyber-

[69] ZHANG Lichen. Multi-dimensional analysis and design method physical attacks based on probabilistic colored Petri nets and
for aerospace cyber-physical systems[ C] // 2013 12th Interna- mixed-strategy game theory[ J]. International Journal of Critical
tional Symposium on Distributed Computing and Applications to Infrastructure Protection,2017,16:13-25.

Business, Engineering &. Science. Kingston upon Thames, UK [83] THRAMBOULIDIS K, CHRISTOULAKIS F. UML4loT—A UML-
IEEE.2013:197-201. based approach to exploit IoT in cyber-physical manufacturing systems

[70] Btai . Wie . [ B WM S REEBE AR R0 FEH [JJ. Computers in Industry.2016.,82:259-272.

A 2021,45(9) : 1-6. [84] THRAMBOULIDIS K. A cyber-physical system-based approach
ZHAO Fudi, LIU Xianhui. Research on modeling technology of for industrial automation systems[]]. Computers in Industry,
cyber-physics fusion system[]]. Information Technology, 2021, 2015,72:92-102.

45(9) :1-6. [85] TORKILDSON E N, LI Jingyue, JOHNSEN S O, et al. Empirical

[71] MANSOORI M,WELCH I,CHOO K K R,et al. Application of studies of methods for safety and security co-analysis of autono-
HAZOP (o the design of cyber security experiments[ C]/ IEEE mous boat[M] / HAUGEN S, BARROS A, GULIJK C. et al.
30th International Conference on Advanced Information Networ- Safety and Reliability-Safe Societies in A Changing World. Lon-
king &. Applications. Crans-Montana, Switzerland: IEEE, 2016, don:CRC Press,2018.

790-799. [86] KORNECKI A J,SUBRAMANIAN N,ZALEWSKI J. Studying

[72] UMEDA H.NAMIHIRA K,OKUBO N,et al. FMEA focusing interrelationships of safety and security for software assurance in
on the interaction between physical and computational elements cyber-physical systems: approach based on Bayesian belief net-
in cyber-physical systems[ C]//2021 Annual Reliability and Ma- works[ C] /2013 Federated Conference on Computer Science and
intainability Symposium (RAMS). Orlando:IEEE,2021:1-7. Information Systems. Krakow, Poland:IEEE,2013:1393-1399,

[73] TANTAWY A.ERRADI A.ABDELWAHED S. A modified layer of (871 JEIWA, B . U A, 2. Tl i) R 45 20 4 25 BB 4 AR BF 5
protection analysis for cyber-physical systems security[ C]//2019 4th [V A8 B4 42741, 2022,7(2) : 101-119.

International Conference on System Reliability and Safety (IC- ZHOU Ming, LU Shichao, YOU Jianzhou, et al. A comprehen-
SRS). Rome, Italy: IEEE. 2019:94-101. sive survey of security situational awareness on industrial control

[74] CARRERAS GUZMAN N H.KOZINE I, LUNDTEIGEN M A. systems[ ] |. Journal of Cyber Security,2022,7(2):101-119.

An integrated safety and security analysis for cyber-physical  rgg7 BASU €, PADMANABAN M. GUILLON S. et al. Situational
harm scenarios[] . Safety Science.2021.144:105458. awareness for the electrical power grid[J]. IBM Journal of Re-

[75] FRIEDBERG I, MCLAUGHLIN K,SMITH P, et al. STPA-SafeSec: search and Development,2016,60(1):10:1-10;11.
safety and security analysis for cyber-physical systems[ ] . Journal of T80T B/ L b B B A A Tl 4 22 4 25 SR T 4 76 il T
Information Security and Applications,2017,34:183-196. STl I A BB 5 Bk R LT ). [ A T 2021 (8) :80-82.

[76] TANTAWY A, ABDELWAHED S, ERRADI A, et al. Model- ZHANG Xiaojun,SHI Wei, JIA Lidong, et al. Opportunities and
based risk assessment for cyber physical systems security[]].

Computers & Security; 2020596101864, challenges of industrial network security situational awareness

C77] B SRR AN 5 R I O L s o platform application in energy pipeline industry[ J]. Automation

9 RGeS R, ) R 11 4k .2016.40(17) :30-37. Application, 2021(8) :80-82.
HAN Yugi, GUO Chuangxin, ZHU Bingquans et al. Model casca- [90] WANG Yong,XU Zhaoyan, ZHANG Jialong, et al. SRID: state
ding failures in cyber physical power system based on improved relation based intrusion detection for false data injection attacks
percolation theory[ J]. Automation of Electric Power Systems, in SCADALC] //19th European Symposium on Research in Com-
2016,40(17) :30-37. puter Security. Wroclaw,Poland: Springer,2014:401-418.

[78] BB, A0, X o 52 ¥ 0 (5 B4 3 % o0 M A S 10k LA (F#5% 947 )



% 6 3

¥ 1A - BRI 2 TR K DX TT - M1 4 8 4 3R B o il R 8 2% -5 B4R D 17l 947

[21]

[22]

[23]

[24]

[26]

South China Sea[ J]. Acta Sedimentologica Sinica,2010,28(5)
987-1005.

KT A PR AE L SF IR R o ] T R R RUE R X A
AL RERA Tl .2013,33(4) : 1-17.

ZHANG Gongcheng, MIAO Shunde, CHEN Ying, et al. Distri-
bution of gas enrichment regions controlled by source rocks and
geothermal heat in China offshore basins[J]. Natural Gas Indus-
try,2013,33(4) . 1-17.

TR TR R B KRR S U AR v [ S0 O At ol <
CPSN R R o A LT BB R, 2012,30(1) 2 1-19.

ZHANG Gongcheng, CHEN Guojun, ZHANG Houhe, et al.
Regular distribution of inside-oil fields and outside-gas fields con-
trolled by source rocks and heat in China offshore basins[J]. Ac-
ta Sedimentologica Sinica,2012,30(1) :1-19.

TRRE AW T T 0 2 TV B 2 e B o il T T
FFEERL ] ERRAER R0, 2019,49(1) 1 240-247,
YU Cuiling, LI Baogang. Main factors controlling planar enrich-
ment of lithologic reservoirs in Niuzhuang sub-sag,Dongying de-
pression, Bohai Bay Basin[ J]. Journal of Jilin University: Earth
Science Edition,2019,49(1) :240-247.

EER AT ATBE R SR Xl R B S S AR T M.
AT A3 Tk A, 2013,

LU Yanfang, FU Guang, FU Xiaofei, et al. Transporting and
sealing effect of faults[ M]. Beijing: Petroleum Industry Press,
2013.

UL A 5 RARBH LM 4 . e at: £ ok b ik
2013.

LI Mingcheng. Oil and gas migration[ M. 4th ed. Beijing: Petro-
leum Industry Press,2013.

RARE TG BETTAR G5 JFT G ol O 2R B Il R S R
BB S AT LT ] o i bl <. 2020,32(2) £ 34-43.

ZHU Junzhang,SHI Yang,XIONG Wanlin, et al. Genesis analysis of
Paleogene heavy oil and asphaltene in sandstone reservoir in Kaiping

sag[ J]. China Offshore Oil and Gas,2020,32(2) ;:34-43.

(E3% 916 )

[91]

[92]

[93]

[94]

CHIEN D. Systems and methods for suppressing denial of service
attacks: US,10277626B2[ P]. 2019-04-30.

Rl ICAT, S 18 4 T Bk C-SVC 1y LM g2 28 H@ml ]
PE 5 P ,2017,32(7) : 1223-1228.

LU Genghong, FENG Dongqin. Industrial control network secur-
ity situation awareness based on improved C-SVC[ ] ]. Control
and Decision,2017,32(7) :1223-1228.

B IR K SRR ER RS i R B R R G S
BRI ], AT AR BB YR ,2021,39(3) :395-400.

LUO Tao , SUN Kuo, ZHANG Zhang, et al. Comprehensive situation
awareness model of power cyber-physical system driven by multi-ener-
gy data[ ]J]. Renewable Energy Resources,2021,39(3) :395-400.

TIATANI M, TUGNOLI A, MACINI P, et al. Outage and asset dam-
age triggered by malicious manipulation of the control system in

process plants[ J]. Reliability Engineering & System Safety,2021,

[27]

[28]

[29]

[30]

[31]

[32]

Gl H 1 2022-06-28 B lal H 3 2023-03-21

[95]

[96]

i B3 2022-12-04 2 [A] H #7 2023-03-24

ST W7 LA R B A ML B e ) B P B D (DD R BR : A
£l K2, 2012,

GUO Xue. Deformation mechanism of fracture in the cap rock
and vertical sealing ability [ D]. Daqing: Northeast Petroleum
University,2012.

Wk 56 A7t I ZR7E S [R) I ) 1 08 o 5 )2 P9 T 1) A A O TR
FELDL. P Ade A ik 2, 2020.

CHEN Meiyi. Research on the evaluation method of vertical seal-
ing ability of faults in mudstone cap-rock of different brittleness
[D]. Daging: Northeast Petroleum University,2020.
BT, AR SE L RZE RE ] TR A R R
J5 1 B HC O —— LA DU 1 430 )1 v ot X7 L3R A0 I LT ] A7
W22 .2021,42(4) :415-427.

LU Xuesong, LIU Shaobo, TIAN Hua, et al. An evaluation method
for the integrity of mudstone caprock in deep anticlinal traps and its
application:a case study of the Sinian gas reservoirs in the central
Sichuan Basin[ J]. Acta Petrolei Sinica,2021,42(4) ;415-427.

R SRR SO, B L AL BTN O W A AR i 9 e A
(1. M3 AR ,2018,42(3) :331-337.

ZHANG Haotian,ZHOU Wen, CAO Qian, et al. Log evaluation
method of the brittle-plastic parameters based on stress-strain
model[ J]. Well Logging Technology.2018,42(3) :331-337.
ZRGUR. -T2 2 W7 2 A RS R RRAE LD KRR R AL A1
T A2z 2017

LI Yanchen. Internal structure characteristics of fault zones in
sand-mud interbedded formations[ D]. Daqing: Northeast Petro-
leum University,2017.

AP &L FE R L A e IR HOE U AL 5 B A K
LI P M R 22 24, 2012, 41 (1) £ 52-63.

FU Xiaofei, GUO Xue, ZHU Lixu, et al. Formation and evolution
of clay smear and hydrocarbon migration and sealing[ ] . Journal of

China University of Mining & Technology,2012,41(1) :52-63.

| R T

213:107685.

st L BN AR BT AR R
RR G LR — PP RRERA R
i£,2020,39(6) :685-691.

ZHANG Shibin, JIA Lidong, WEI Yixin, et al. Exploration and

implementation of network security strategy for gas pipeline

SCADA F %t W 4 % & 3R
IE TR BT, A

SCADA system: taking the China-Russia Eastern Gas Pipeline
Project as an example[ J]. Oil & Gas Storage and Transporta-
tion,2020,39(6) :685-691.

NING Xirong, JIANG Jin. Design, analysis and implementation
of a security assessment/enhancement platform for cyber-physi-
cal systems[ J]. IEEE Transactions on Industrial Informatics.,
2022,18(2) :1154-1164.

dite  ERD



